Abstract. In communication networks, a cognitive network (CN) is a new type of data network which is used to solve some of the problems that face current networks. Cognitive radio (CR) is part of a cognitive network and a smart wireless communication system. CR is conscious of its surrounding environment, and learns from the environment. It adapts its internal states by making corresponding real-time changes in certain operating parameters. In this paper, we propose a novel Cognitive RBAC (Role-Based Access Control) scheme which can be applied to Mobile Heterogeneous Networks (MHNs). The MHNs consist of mobile communication systems and Wi-Fi systems. The required new definitions for the RBAC model are proposed in this paper. They can improve the ability of conventional RBAC model to meet new challenges. In our scheme, we assume that a Cognitive Server (CS) provides and manages the permissions of services, and Network Providers support and manage a variety CRs and CNs, individually. For more efficiently managing CR and CN and meeting the large scale heterogeneous networks, we let mobile user can perceive network candidate actively to access services, in which the permissions are depending to the contract made by CS with each Network Provider. In this paper, the new generalized cognitive RBAC model and their definitions are proposed, and could be applied to new applications in a MHNs environment.
Introduction
A cognitive radio (CR) is a transceiver that automatically changes its transmission or reception parameters in such a way so as to allow opportunistic selection of available wireless channels. The main process is also known as dynamic spectrum management. A cognitive radio, as defined by the researchers at Virginia Polytechnic Institute and State University, is a software defined radio with a cognitive engine brain. The Cognitive Server (CS) [20] and the Network Provider(s) (Called as Operator(s), hereafter) are becoming a more and more popular means for a mobile user's local machine to access content from the databases, e.g. some databases of agents [22, 24] , even those belonging to heterogeneous networks [1, 2, 5, 6] . The two cognitive processes derived from the CS and Operator(s) are both associated with perceiving the current access network conditions that are learned from consequences of end user actions. One process is the Cognitive Network (CN), and the other is the CR. One of the core techniques in a CS and Operator(s) are Access Control (AC), which is the means by which the availability of data and resources accessible by users in a system is restricted and which both defends against illegal access by malicious attackers and prevents honest users from gaining inappropriate access and possibly causing administrative errors. A new AC technique, Role-based Access Control (RBAC) [1, 5] has established itself as a generalized approach for handling access control in large organizations. It differs from conventional identity-based access control models in that it takes advantage of simplifying access control policies by using the concept of role relations [1, 5] . Based on the aforementioned [1, 5] , the RBAC model's manners of constraining users' access to computer systems and the maturity of its models have been widely investigated [20] . The future trend is to access multiple large scale heterogeneous networks (LHNs), e.g., GPRS/3G-GPRS, WiMax, Wi-Fi [7, 23] , on the same time. The new challenges will often arise when users' smart devices, such as cellular phones and personal digital assistants (PDAs) are suddenly handover to another access network in a Mobile Heterogeneous Networks (MHNs), which is a kind of LHNs, on while accessing the same resources. It is thus important to decide the best network that can fulfill user requirements based on QoS and individual consideration. Wireless cognitive technologies are used to adaptively select a better access network and the related wireless access radio channel for visiting various resources. Therefore a better quality of
Cognitive Network
In communication networks, a CN is a new type of data network that makes use of cutting edge technology from several research areas; i.e. machine learning, knowledge representation, computer network, and network management, to solve some problems current networks are faced with. CN is different from CR as it covers all the layers of the OSI model, not only layers 1 and 2, as with CR [14, 20] . One of the attempts to define the concept of a cognitive network was made in 2005 by Thomas, Da Silva and Mac Kenzie [15] and is based on the older idea of the Knowledge Plane described by Clark et al [16] . Since then, several research activities in the area have emerged. A survey [17] and an edited book [18] reveal some of these efforts.
The Knowledge Plane is "a pervasive system within the network that builds and maintains high level models of what the network is supposed to do, in order to provide services and advice to other elements of the network" [16] . The concept of a large scale cognitive network was made in 2008 by Song [19] , where such a Knowledge Plane was clearly defined for large scale wireless networks as the information about the availability of radio spectrum and wireless stations [20] .
In [15] , the authors define the CN as a network with a cognitive process that can perceive current network conditions, plan, decide, act on those conditions, learn from the consequences of its actions, all while following endto-end goals. This loop, the cognition loop, senses the environment, plans actions according to input from sensors and network policies, decides which scenario fits best its end-to-end purpose using a reasoning engine, and finally acts on the chosen scenario as discussed in the previous section. The system learns from the past (situations, plans, decisions, actions) and uses this knowledge to improve decisions in the future [12] .
CRs have been mentioned in previous papers [3, 11, 13, 20] . Mitola et al. [11] makes brief mention of how his cognitive radios could interact within the system-level scope of a cognitive network. CNs are the future of information technology, in which the movement of network intelligence from controlling resources to understanding users' needs will help to manage the networks by facing out towards further network intelligences. CNs are with respect to future, one of the core technologies of mobile IP networks, and it is probable that the context sensitivity of these networks could have an interesting application in the field as cognitive radios. A CN should provide, over an extended period of time, better end-to-end performance than a non-cognitive network. Cognition could be used to improve resource management, Quality of Service (QoS), security, access control, and many other network goals [10, 20] .
Role Based Access Control
RBAC is a well-known method for easily managing users to access resources via her/his authorized role. The main function of RBAC is to prevent unauthorized user from gaining information to which they are not entitled. Access rights are grouped by role name, and the use of resources is restricted to individuals authorized to assume the associated role. The use of roles to control access can be an effective means for developing and enforcing enterprise-specific security policies, and for streamlining the security management process. Basic RBAC [1, 5] model is defined in terms of four model components: Core RBAC, Hierarchical RBAC, Static Separation of Duty Relations, and Dynamic Separation of Duty Relations. This basic model includes user-role assignment and permission-role assignment relations. Core RBAC includes sets of five basic data elements such as Users ( U ), Roles ( R ), Objects ( OBJ ), Operations ( OPT ) and Permissions ( PRMS ). Users are considered as human being, machines, networks, or intelligent agents that can perform some activities. Roles are described as a set of permissions necessary to access the resources. Permissions are approvals to execute operations on one or more objects. Operations are some executions for a program or a specific function which is invocated by a user. Objects are the entities that contain or receive information, or have exhaustible system resources. Furthermore, Core RBAC introduces the concept of role activation as part of a user's session within a computer system [1, 5] .
Cognitive RBAC in SHNs
The Cognitive RBAC in SHNs was first proposed by Hsing-Chung Chen and Marsha Anjanette Violetta [20] . In their proposed scheme, it is assumed that a smart mobile device can take on cognitive characteristics, and be able to integrate various types of access networks in the SHNs. The intelligent capabilities [4] for the SHNs are located in the CS [20] . Assigned networks and the available channels are two important aspects. For the SHNs, assigned networks and available channels are integrated as access resources. There were three phases proposed in [20] for a user using her/his device(s) to register and access a CS: the user registration is illustrated in Fig.  1 ; the device registration is illustrated in Fig. 2 ; the access phase is illustrated in Fig. 3 .
The proposed scheme addressed the new basic concept for a Cognitive RBAC model [20] , which consists of the following component sets:
, Channels ( CH ), and Networks (  N ), representing the set of users, roles, permissions, sessions, devices, channels, and networks set. Users are a set U considered as authenticated users who can establish (wireless) communication with the resources of the CS to perform some activities. Roles are described as a set R of permissions to access the resources of the CS. Permissions are a set PRMS of approvals to execute operations on one or more objects of the CS. Sessions are a set S of the mappings between networks  N and an activated subset of the set of roles R . Devices are a set  D considered as the mobile units used by assigned users to activate the roles and access permissions. Channels are a set CH considered as conveyers of the information signals from senders to receivers for the operation. Networks are a set  N considered as computers interconnected by communication channels that allow sharing of resources and information [12] .
It is assumed that the CS can identify the device whether it is registered or not, and determine who is the device owner. The CS also assigns and manages all of the access networks and available channels for each role, and dynamically adapts the access networks and available radio channels, depending on their environment, as needed for application performance. The generalized model of cognitive RBAC is described in Definition 1 [20] . 
is the mapping of a role onto a power set of networks;
is an assigning function for available channels in a network onto a power set of roles;
is the mapping of a user with his a device,
, onto a power set of sessions;
is the mapping of a session to a power set of roles; [20] . In this model, permissions are assigned to a role. 
is the mapping of a role , i r , onto a power set of authenticated users with their devices in the presence of a role hierarchy, specifically: [20] and Definition 4 [20] as those are to be enforced on a set of roles that may not be executed simultaneously by a user. Their model would be similar to the well-known RBAC model.
1) Static Separation of Duty (SSD) relations place constraints on the
assignments of users to roles. Membership of one role may prevent the user from being a member of one or more other roles, depending on the SSD enforced rules.
Definition 3: SSD relation in the Cognitive RBAC model;
for CS where each
is a role set,
is a channel set and N n  is a natural number, 2  n with the property that no user can be assigned to n or more roles from the set  in any network  or channel  . Specifically:
2) Dynamic Separation of Duty (DSD) relations differ from SSD relations by the context in which these limitations are imposed. DSD requirements limit the availability of the permissions by placing constraints on the roles that can be activated within or across a user's sessions.
Definition 4: DSD relation in the Cognitive RBAC model;
is a collection of four
is a role set, 
Generalized Cognitive RBAC model in MHNs
In order to deal with the CR and CN on a LHNs environment, we propose a novel Generalized Cognitive RBAC model to meet the new management requirements in MHNs. The MHNs will take on cognitive radio characteristic, and are able to integrate various types of access networks. This model can provide cognitive network characteristics such as QoS, better end-to-end performance, security, and access control. Registered devices, assigned networks, available channels and contract roles are four important aspects. In the MHNs, assigned networks and available channels are integrated and managed by Operator(s); permissions are assigned are managed by the CS for getting resources and services. We first propose a new role is 'contract role' which can achieve to flexibly manage the role mapping in MHNs. The contract role is depending on the contract made by the CS together with each Operator. At first, we give the basic definition for the generalized Cognitive RBAC model combined with the contract concept as below. Contract Roles are combined the mapping roles from both Roles of CS and Roles of Operator, representing as a set of Contract Roles, CR , depending on the contract made by each Operator and the CS (See Fig. 4 and Fig. 5 ), individually. To access resources of CS through the assigned network(s) and the corresponding to radio channel(s) is managed by the Operator(s). Permissions, based on the contract roles set, CR , are a set of approvals to execute operations on one or more services of the CS. Sessions, based on the contract roles set, CR , are a set S of the mappings between networks,  N , and an activated subset of the set of the contract roles set, CR . Devices are a set of  D which are considered as the mobile units used by assigning users to activate the contract roles and access the permissions constrained by the contract. Channels, based on the contract roles set, CR , is a set of CH considered as conveyers of the information signals from senders to receivers for the operation. Networks, based on the contract roles set, CR , is a set of  N considered computers interconnected by communication channels that allow sharing of resources and information [12] . Contract is the agreement between CS and Operator(s) (See Table 1, Table 2 , and Table 3 ). It is assumed that the CS and the Operator(s) can identify the device whether it is registered or not, and determine who is the device owner. Each Operator assigns and manages all of the access networks and available channels for each contract role, and dynamically adapts the access networks and available radio channels, depending on their environment and contract for getting better QoS. The CS manages the permissions which let mobile user can access resources from its server. The generalized model of Cognitive RBAC in MHNs is described in Definition 5. Fig. 4 and Fig. 5 );
the user assignment relation that associates users with registered devices to contract roles ;
; k is the name the name of serving Operator; 
, the permission assignment relation that assigns permissions to available contract roles; 
, the contract role permission assignment relation that assigns permissions to available contract roles;
is the permission set of contract role;
, the contract role relation that associates Roles of Operator with Roles of CS to Contract Roles;
is the mapping of a role of operator and a role of CS onto a power set of contract roles, where function
is the available channels which are belonging to a networks set for registered device;
, the set of networks;  is a system of Operator;
; m represented as a mobile communication system; and w represented as a Wi-Fi system;
is the mapping of a role of operator onto a power set of networks;  ) (k CH  , the set of channels;  represented as a network;
is the available channels in a channel set which belongs to a networks set;
is an assigning function for available channels in a network onto a power set of roles of operator;
is the mapping of a user onto a power set of sessions;
is the mapping of a session onto a power set of contract roles; ; and the user gets her/his permissions as 
From the above definitions, it follows that if
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□4.3 Separation of duties constrained in the Cognitive RBAC in MHNs
Separations of Duties are defined in Definition 7 and Definition 8 as those are to be enforced on a set of contract roles that may not be executed simultaneously by a user. Our model would be similar to the well-known RBAC model, but we add a registered device in this concept. 1) SSD relations place constraints on the assignments of users and their devices to contract roles. Membership in one contract role may prevent the user with her/his devices from being a member of one or more other contract roles, depending on the SSD enforced rules for all networks.
Definition 7: SSD relation in the Cognitive RBAC model in MHNs;
is a collection of three 
2) DSD relations differ from SSD relations by the context in which these limitations are imposed. DSD requirements limit the availability of the permissions by placing constraints on the contract roles that can be activated within or across a user's sessions when contract roles can be activated by the user's devices through all networks and channels.
Definition 8: DSD relation in the Cognitive RBAC model in MHNs;
□4.4. Contract and Registration Phase, and Access Phase
In this subsection, the phase for CS and the Operator(s) can be divided into two sub-phases: the first one is the Contract and Registration Phase, and the second phase is the Access Phase. In this subsection, we introduce the two phases for the generalized Cognitive RBAC model in MHNs.
Contract and Registration Phase
A contract is an agreement entered into voluntarily by two or more parties with the intention of creating a legal obligation, which may have some contract items in writing, though contracts can be made formally. Registration is having formally submitted a document to, and received approval for a specific activity from, the appropriate official or authority. In this phase, we will describe the contract and registration which is suitable for this application scenario.
1) CS makes contract with Operator(s)
In our assumption, CS is a kind of permissions provider for some specific applications, and Operator(s) should be an access network(s) provider which provides either mobile communication network or Wi-Fi network. The CS and Operator(s) will make the contracts that provide permissions to access the CS through the system of Operator. They will share information of registered users and registered devices. For examples, there are a CS server and three Operators: A, B, C, shown in Table 1, Table 2 , and Table 3 . The permissions are mapping from CS to networks and channels which belong to the distinct Operator. Table 3 . An example to illustrate the contract between CS and Operator(s) by
2) User and Device(s) Registration from the System of Operator
At first time, each user will be asked to go to the office centre of Operator, e.g. the Mobile Communication Company. Then, the contract will be signed by both the user and the Operator in order to finish the user registration via face to face. After the user gets his/her user ID,   k u uID ,she/he further enters the information of device(s), in an online system, in order to do the device registration(s) through the system of Operator, e.g. the mobile communication system or Wi-Fi system, which is depended on the signed contract. In the online system, the system of Operator(s) will check whether the user and her/his device(s) registration have been finished the registration or not according to Algorithm 1. If all the requirements of the user's contract are satisfied, the system of Operator will assign a contract role    
to the user and her/his device(s), where the role will be mapped to (1) the role of operator consisting of the network(s) and available channel(s), (2) the role of CS consisting of permissions. We show an example to illustrate how users and their devices are mapped to the contract roles, for examples in Table 4 . Table 4 . An example to illustrate how users and their devices are mapped to the contract roles
None None
Access Phase
The user uses her/his registered device through a default channel
which is constrained by the assigned contract role
activates an access request to the CS. In Algorithm 2, the contract role and the device authenticated by the system of Operator are legal or not. After passing the authentication, the user can activate multiple contract roles via an available channel of assigned network in order to access the resources from CS. For supporting cognitive network and cognitive radio (channel) to get better QoS, the device will sense received strength and quality of alternative channels of networks, periodically. After analysing the measured report, when the best strength and quality are better than the threshold values compared to the serving channel of network, the device will activate a new access request via the new channel of network which is having the best QoS according to the contract role. The CS will continue the services via new channel of network with the same permissions to the device. ; Finally,
Algorithm 2: Access Phase
Input: contract role     k k i CR cr  ; default network, ) k ( N   ; default channel ) k ( ) k ( CH
Return; -------------------------------------------------------------------------------------------------------------where
,   and
 where
. We illustrate cases with the following. Case 1: The users: Table 3 , are assigned the contract roles as Table 3 , according to Definition 8, no users using any devices are allowed to activate both contract roles 
Discussions

Dynamic Changing Contract Role(s)
We assume that the CS and the system of Operator(s) make the contract(s), so that when system of Operator wants to delete and update a contract, in which the roles-mapping table should be reconstructed depending on the new contract, again. Therefore, the system of Operator is able to make sure that no user can activate the old contract role in any session to access permissions in the CS using any device through the channel of network. We propose two functions: Table 5 . 
Conclusions
In this work, we propose the generalized cognitive RBAC model in MHNs. In our scheme, a registered device constrained by its contract role(s) can intelligently sense the environment of networks, and choose a better access network as well as radio channel depending on its needed for the required performance of applications. A CS can support the services with cognitive RBAC management in LHNs the environment of networks. The contract should be made by the CS and each Operator, individually. The Operator can be as a mobile communication system provider or Wi-Fi provider. However, the MHNs consist of more than one mobile communication networks of operators and Wi-Fi of operators. In the model, we divide into two phases; there are the Contract and Registration Phase and the Access Phase. We also propose the SSD and DSD constraint based on not only a user but also on registered device(s). The cognitive RBAC model that we proposed has satisfied the requirements, in which the device can sense a better channel or network via a role, then the serving CS and the Operator can adaptively assign the better channel or the better network as well as its corresponding available radio channel to the role depended on the contract. Finally, the device can get the services from the CS using the role via accessing the new network as well as the new channel. Therefore, we then propose a very convenient RBAC model which can achieve more efficient management for LHNs, and let mobile user can active perceive current network situations to get permissions and access corresponding services under the contract have made by CS with Network Providers.
